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Abstract: After summarizing the fundamentals of optical chaos generation and synchronization with coupled
semiconductor lasers, we consider their application in optical cryptography, and present basic and more ad-
vanced schemes of data coding on chaotic carriers, as proposed in the literature, including Chaos masking
(CM) and Chaos Shift Keying ( CSK). Finally, we outline some recent developments of the chaos secure
transmission technique, such as Phase Modulation(PM ), Free-Space Optical Link ( FSOL) , multi-laser and
multi-user schemes.
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Fig. 1  Coupled-lasers : top, mutual( can be symmetrical

or asymmetrical ) bottom, self-coupling
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Fig.2  Beating amplitude of master and slave oscilla-

tions of the coupled system, versus the strength
of coupling K, starting from the unperturbed re-
gime(region u) and unveiling regimes of peri-
odic solutions( regions ¢,f,i,n) , multiperiodic-
ity(d, h, m) and chaos (e, g, 1), passing
through first locking(b) to final locking( region
0)
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Fig.3 Time series(left) , frequency spectrum( center)

and state diagram(right) of the beating signal S
for the multiperiodic regime ( regions d,h, m in

Fig.2) and chaos (e,g,l)
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Fig. 4 Scheme of synchronization: two identical cou-

pled-laser systems (LD1/LD2 and LD3/LD4)
are used. Out 1 is sent to the sum node at the
input of slave laser LD4 of system 2, and the
output of LD4 is sent back in subtraction, so
that when out 2 is equal to out 1 (is synchro-

nized) no further correction is applied
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Fig.5 Synchronization error versus relative mismatch of

system parameters(left) and vs gain mismatch,

in  uncompensated and amplitude-normalized

conditions ( right )
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Fig. 6 CSK cryptography: the binary message modu-

lates levels J, and J, of the bias current, and

lasers LD1/LD2 generate a sequence of chaos

waveforms, for the “0” and “1” of the mes-

sage. At the receiver end two twin systems are
biased at J,(LD3) and J, (LD5) and injection
of transmitted waveform makes them synchro-
nize on its designated bit, “0” for system LD3/
LD4 and “1” for LD5/1L.D6
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Fig.7 DOF ( delayed optical feedback) chaos genera-

tor: the laser is subject to a self-injection-cou-
pling regime from the mirror. The beamsplitter

injects an external signal for synchronization
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Fig.8 Technologies for implementing the DOF scheme
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Fig.9 A DOF short-cavity PIC-chip, fabricated by In-
GaAs waveguides on a InP substrate, and incor-
porating a DFB laser, two 5-mm waveguides and
two phase modulators, to realize a phase-coded

scheme of transmission( see text)
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Fig. 10 A short-cavity DOF-CSK system, uses a
LiTaO; phase modulator to impress an FM-
coded message as a phase variation in the
cavity and hence in the chaos waveform gen-
erated by the DOF. At the DOF receiver, a
dummy modulator allows for full synchroni-
zation only for zero phase deviation, acting
as a phase-to-amplitude converter. After
photodetection, an FM demodulator decodes

the message
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Fig. 12 A three-laser CM crypto-system uses a common
source driver ( Drv) to route into chaos and
synchronise a pair of twin lasers(Tx and Rx).
The message is recovered as in the basic

scheme by chaos cancellation at the receiver
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Rx in the scheme of Fig. 12. For better visual-

ization, the traces of Drv and Rx have been
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20 dB, respectively. The difference signal is

also shown
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